12 October 2018

Law Reform Commission
GPO Box 31
Sydney NSW 2001

Submission concerning digital assets upon death or incapacity

We are making this submission to the review into access to digital assets upon death or
incapacity, building on our preliminary submission of 1 June 2018. This submission
replaces the earlier one. We are researchers at UNSW Law associated with the Allens
Hub for Technology Law and Innovation, the Private Law Research and Policy Group
and Environmental Futures. The opinions expressed in this submission are our own.

Question 1(d) — Documentation to authorise third party access

In the case of platforms which require scanned documents to prove death or relationship
to the deceased, there are no publicly available procedures describing how Facebook or
Instagram, for example, verify those documents. And information provided to these
platforms by those wishing to have an account memorialised or deleted must match the
information provided to Facebook or Instagram by the initial account holder, leaving little
capacity for the deceased’s family to manage the implications of platforms which do not
require real name verification. In Google’s case, there are no publicly available
documents which explain how the company manages verification in the case of trustees
having changed phone numbers. Nor are there guidelines on how to manage conflicts
between trustees, given they will all theoretically have access to the same initial log-in.

Problems with verification leave the system open to abuse. This is particularly pertinent
in the case of memorialisation on Facebook, where accounts may be ‘frozen’ by
malicious actors who simply create fake death notices and alert the platforms. Account
holders face a long and difficult process to have their account reinstated. It is also
important to note that accounts may be memorialised by those who, for their own
reasons, wish to stop those who may have password access to a deceased individual’s
account, such as parents or spouses, accessing private Facebook messages. If this
occurs, there is no option for the deceased’s family to ‘unmemorialise’ an account and,
in the case of Facebook, the company will not provide information on the identity of the
person who originally requested the memorialisation. Further, none of the platforms
provide specific access by parents to the social media accounts of minors. Facebook
has controversially resisted providing such access in the past.?

A recent case in Germany concerning parents’ wishes to access the Facebook account of their
teenage daughter, who had committed suicide, is a useful illustration of the issues concerned. The
parents had originally been denied access by Facebook on privacy grounds, which the primary
court had upheld. That decision was recently overturned on appeal and the parents granted
access on the basis that Facebook accounts could be treated in the same way as letters or
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The systems for verification also do little to protect the personal identity of the deceased
or family members in terms of documentary evidence of death or authority. In the case
of Facebook and Instagram, family members are simply advised to ‘cover’ sensitive
information such as social security numbers when scanning the documents.

In none of the examples outlined above where there are processes for memorialisation
or legacy access are there established and published guidelines for expected timelines
or administrative processes for appealing a decision.

A standard process, outlining what documentation needs to be provided and identifying
the persons entitled to provide such documentation (and take other action), would be
beneficial here.

Question 3: Should NSW enact a law that specifically provides for third party
access to a person’s digital assets upon death or incapacity?

NSW should enact a law that provides for third party access to a person’s digital assets
upon death or incapacity. Whether this is done through a specific or sui generis law or
through amendment to existing law is a difficult one, and partly depends on whether
there is a category “digital assets” that can be defined in a clear and relatively future-
proof way, consistent with the policy of the relevant legislation (see response to question
4(a) below).

(a) on death

It would streamline the ability of the executor or the administrator of the estate to deal
with assets if they were given both the right to deal with digital estates on the same
basis as other assets and the means of access (to allow for the ability to use passwords
and other identifiers for the deceased). This twofold approach is necessary because the
right to the asset is not the same in this context as the right to access the asset. It
seems practical to consider something like having legislation such as:

‘For the purposes of the proper and timely administration of the estate the legal
personal representative shall be entitled to deal with digital assets of the
deceased. In order to facilitate the dealing with digital assets, the legal personal
representative is to be allowed the same access to passwords and other means
of access to digital assets as was previously allowed to the deceased.’

The above proposal is simple and consistent with the rights that legal personal
representatives already have to deal with assets. Note it is not a property right, but a
right to deal with for the purposes of administration.

(b) on incapacity
The position where incapacity arises is not the same as that where the person is

deceased. The distinction should be maintained. It should be made possible for
enduring guardians and enduring powers of attorney to be given similar access to the

diaries, which are commonly inherited by descendants of the deceased, rather than private
communication protected by the German Constitution. A brief overview can be found here:
https://www.thelocal.de/20180712/german-court-to-rule-on-parents-access-to-dead-daughters-
facebook
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right to deal with the digital assets and the right to have access to those digital assets,
but it should not be automatic. That is, the person giving the power of attorney or
enduring guardianship should be able to choose whether to do that. However, it would
be useful to have a recognised form of words which could entitle the guardian or
attorney to that level of access.

Question 4(a): Meaning of “digital assets”

General challenges in defining the category and treating it as sui generis

The background information defined digital assets as “a person’s digital property and
electronic communications”. The Consultation Paper contains a different definition and
then a list of potential inclusions. The broad definition “any item of text or media that has
been formatted into a binary source and over which a person has some form of rights” is
problematic on several fronts. First, there is the definition of ‘binary’ — one would need to
define this in a way that was not limited to files in the form of Os and 1s since quantum
computing (or other technologies) may facilitate more options in the future. Second,
media generally refers to the channel or material used to do or express something,
rather than the substance of the communication. Third, this definition adds to what is a
large collection of statutory definitions of related terms, all covering what might be
broadly conceived of as information (eg data, information, document, record,
communication). Finally, ‘rights’ may not always be the applicable term due to the
variety in terms of service; in some cases, what users may have is a licence that means
that certain uses are not infringing someone else’s rights (as in the case of e-books).

The question of definition is a challenging one; our preliminary submission made several
points in relation to the initial definition:

1. Using a term such as “property” in the context of digitally stored information is
not necessarily appropriate. Courts in Australia have concluded that, generally
speaking, information cannot be an object of property rights.? While the High
Court has left the door open to the possibility that “trade secrets” might be
property,® this would be a narrow category in the context of individuals disposing
of assets via will.

2. This does not necessarily mean that that the term “property” cannot be used in
legislation, as it can be given a special legislative meaning different to the
common law meaning. For example, in Dixon v The Queen, the Supreme Court
of New Zealand held that digital files were “property” for the purposes of a
statutory provision.* Further, property language is used in other statutes to
describe relationships with digital information. However, it is potentially

2 See, for example, FCT v United Aircraft Corporation (1944) 68 CLR 525, 534 (‘[k]Jnowledge is
valuable but is neither real nor personal property’); Moorgate Tobacco Co Ltd v Philip Morris Ltd
(No 2) (1984) 156 CLR 414, 441 [34] (Deane J) (‘it had long been the common law that, in the
absence of rights of patent, trade mark or copyright, information and knowledge are not the
property of an individual’); Brent v Commissioner of Taxation (Cth) (1971) 125 CLR 418, 425-7
[8]-[10] (Gibbs J) (in particular ‘[n]either knowledge nor information is property in a strictly legal
sense’); Pancontinental Mining Limited v Commissioner of Stamp Duties (QId) [1989] 1 Qd R 310,
311 (de Jersey J) (‘the ordinary meaning of the word does not encompass information’).

3 Farah Constructions Pty Ltd v Say-Dee Pty Ltd (2007) 230 CLR 89, [118]. It also seems likely
that trade secrets can be passed by will: see Crowder v Hilton [1902] SALR 83, where the Court
seems to have assumed that the plaintiff's rights in secrets contained in a recipe book were
inherited from his dead father.

4[2016] 1 NZLR 678

UNSW SYDNEY NSW 2052 AUSTRALIA
T +61 (2) 9385 1000 | F +61 (2) 9385 0000 | ABN 57 195 873 179 | CRICOS Provider Code 00098G



SYDNEY

confusing to use “property” language that falls outside its standard legal
meaning.

3. One reason why property terminology is problematic for digital assets is that,
unlike physical chattels, their relationship with individuals can be more complex.
Thus, while the law will only recognise one person’s possession of a thing
(except in the case of co-ownership), digital files may be stored “in the cloud”
where different individuals have access rights and/or control rights. This adds
complexity to an attempt to link individuals and “digital assets” for the purposes
of succession.

The list of inclusions in the definition is consistent with the point we made in our
preliminary submission that digital assets are diverse. This means that it is not clear
whether the same rules ought to apply in all cases. Returning to the point made in
response to question 3, it may not be appropriate to create sui generis legislation
around a category such as “digital assets” which is difficult to define and to which
diverse policy goals may apply. An alternative would be to craft relevant definitions and
provisions in a way that ensures that (relevant) digital assets are included.

The different contexts and different service contracts associated with digital assets
ensure that the kinds of personal and proprietary rights that will exist in relation to
diverse “digital assets” will differ. In fact, contract law (and the different contracts that
are used) will have a larger role to play in assessing the nature of the rights than a
single term such as “digital assets” suggests. While statutory reform can override
contractual terms, the policy arguments for providing access and/or control of these to a
person’s family or personal representative will vary. There may be a stronger argument
for access to personal, sentimental “digital assets” than to commodities such as e-
books. However, consideration also needs to be given to parity between analogue and
digital versions of the same ‘thing’. The normative question needs to be asked, for
example, if there is anything essentially different between a will leaving a physical book
collection of 1000 books and an e-book reader also containing 1000 books. Other than
in the case of rare book collections where the physical property has a greater financial
value than the intellectual property, an avid reader may see no functional difference, but
the current interplay of succession law, intellectual property law and contract would treat
these two situations rather differently.

In any definitions, consideration should be given to assets which are a hybrid between
the physical and the digital, and the value of the asset to the testator and the beneficiary
is bound up in that interconnection. For example, a testator may leave a person their e-
book reader because of the collection of books on it rather than the financial value of the
physical device, but leave their ‘digital assets’ to another. Confusion between the two
may lead to unintended consequences. Complications may also arise if a digital
executor is a different person from the executor of the other assets, an option suggested
in the Consultation Paper.

These ‘hybrid’ assets are likely to play a greater role in the future, with the growth in the
Internet of Things and associated technologies. A smart home hub may be used to
record conversations, songs, a novel. Personal health devices may contain health data
locally, or be connected to a cloud service operated by a third party. A non-transferable
licence to use embedded software in a ‘smart’ or autonomous vehicle could terminate
upon death. The ability of suppliers to remotely disable such vehicles once aware of the
death, for example on an application to transfer the registration, could cause an
unexpected shock to an executor or beneficiary. Of course, supplier may be convinced
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to reinstate licences on application by an executor, but may take the opportunity to
charge a reconnection fee or impose less advantageous terms.

Privacy concerns will also vary significantly, including between a person’s “own” digital
assets and those which contain personal information of third parties.®

Because the underlying rights of the deceased will differ, the question of what rights
come into play upon death will also vary. In some cases, a right to access may be all
that is appropriate, while in other cases, it may be appropriate to have a right to obtain
copies of files or a right to alter or delete files. There are real questions here as to
whether the lens of ‘digital assets’ is a useful one and whether it will last sufficiently long
in light of constantly changing technology.

The case of water rights

The case of water rights in Australia reveals some of the complexities which may arise
in relation to digital assets in a will.

Water rights are commonly rights of access rather than simple proprietary rights in the
thing itself. In NSW, water entitlements provide the holder with a share or percentage of
water in a variable consumptive pool. Meanwhile, water allocations give more specific
content to entitlements by permitting calculations of the actual amount of water which
the holder is entitled to access in a given ‘water year’. These ‘rights’ are enshrined in
legislation but in NSW they are not deemed to be property by the relevant legislation. In
some other states, legislation has deemed them to be a species of personal property
although it is widely understood that statutory property does not necessarily equate with
common law property.

In NSW, water access licences (WALs) are recorded in a digital register. It is against
this digital register that potential purchasers or mortgagees, for example, would need to
check for caveats or other burdens on title. An executor of a will would also need to
check this register if WALS were the subject of testamentary disposition.

While the digitalised Torrens register records rights in physicalised land, the digitalised
WAL register records rights of access only---access being a subset of the plethora of
rights commonly associated with the bundle of property rights that are seen as indicia of
property. Are, or should these limited ‘rights’ be sufficient, without the help of statute, to
be characterised as property?

Therefore, some of the questions that may need to be addressed include:

@ Whether the digital WAL register is/should be the basis of a system of title by
registration (resulting in ‘digital property’) or whether there should be a system
for the digitalised registration of (already established) property? and

(b) Whether WALSs should be conceived of as form of (digitalised or other) property
at all? Are they best placed outside the proprietary frame (as licences or
permissions as their name suggests)?

The very fact that WALs may be cancelled or surrendered for a variety of reasons

reveals their potential for a lack of permanence: a degree of permanence being thought

51t is also worth noting here that the description of privacy law at 3.68 of the Consultation
Paper may need some modification. Particularly to the extent it suggests that privacy laws only
regulate handing of personal information by public sector agencies — while true at a state level,
the Privacy Act 1988 (Cth) regulates the handling of personal information by (some)
corporations.
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necessary to support a property characterisation. Nevertheless, in NSW, the Supreme
Court has found, on one set of facts at least, that WALS constitute a form of property for
the purposes of succession.

Whether WALSs constitute digital property for the purposes of succession more generally
is an issue that deserves attention.

Question 4(c, d) — Contrary provisions in service agreements

Provisions restricting the sharing of passwords

The ability to access passwords is a significant problem when the original holder of the
password is dead. Although there are enterprises who set themselves up to hold
passwords to prevent this problem, using such sites may breach the contractual
provision against disclosing passwords and may involve risk (particularly where the
same password is used across services). Also, as passwords change, the
communication of a password requires a continuing process rather than one transaction.
To make matters more complicated, the server from which a site is controlled may not
be within the jurisdiction in which the testator or intestate died. What of bitcoin and
similar currencies? They appear to be property, and bitcoin is able to be traded on the
market, but problems of access remain.

Even providing passwords to a trusted friend or family member breaches the terms of
service of most online service providers, especially social media platforms. Additionally,
the trusted friend or family member and their relationship to the testator may not match
that established in the will, potentially causing confusion. This is something that is within
the testator’s power to deal with in the will, but problems may still occur. Some
companies, such as Dedsocial, and Everplans, offer an after-death service preserving
online life, including social media platforms, but providing passwords to such services
technically still breaches the terms of service of most major platforms,

Social media accounts offer a particular conundrum in terms of access after death.
Social media accounts are not property, although many account holders may mistakenly
consider them as such. Transfer of access, if not ownership, is facilitated by the major
platforms, which seek to manage the problem of passwords being shared in
contravention of their own terms of service by providing other ways for users to have
their accounts managed after death.

Facebook, for example, allows accounts to be ‘memorialised’ after an account holder
dies. An account may be memorialised by anyone who chooses to fill out the person’s
form, provide their name and date of birth and provide ‘optional proof’ of death such as a
scanned obituary. A memorialised account is annotated to indicate the account owner
has died, and depending on privacy settings, confirmed friends will still be able to post to
their wall. Account holders may appoint a ‘legacy contact’, to manage their
memorialised account after death, who must also be on Facebook. That person’s
access to the account is restricted — they cannot post new material or delete old
material, and they may not access the deceased’s messages. But they may download a
copy of what the deceased has posted on their Facebook account in its entirety.
Instagram has similar measures. Both Instagram and Facebook allow only ‘verified
family members’ to delete an account entirely. Verification of identity is achieved by a
family member submitting a form with a scanned copy of a death certificate, power of
attorney document, an estate letter, and proof of an individual's having passed away
such as an obituary. will or similar.
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Google allows users to appoint up to ten ‘account trustees’ who can access a person’s
Google account after a period of inactivity of between three and 18 months, specified by
the account owner. The account owner can decide in advance what parts pf their
Google identity contacts can access. ‘Account trustees’ are verified via phone numbers
and email contact. This is, of course, somewhat vulnerable to fraud, and does not take
account the possibility of changed phone numbers. Account holders may also choose to
have all their account data automatically deleted after a period of inactivity. Twitter will
not let other users access an account after the original account holder has died, but will
work with relatives to deactivate or delete an account. Deletion of an account may only
occur on provision of a death certificate.

Other platforms, such as Snapchat, or Tumblr, simply have no option for
memorialisation or legacy contacts.

Question 4(e) — What else should the law provide for

Digital wills and electronic signatures

A related issue to that being addressed by the Commission is whether individuals can
make their will digitally (for example, by saving it as a computer file). To make a formally
valid will under the Australian legislation requires writing. This means that if a testator
writes a will on his or her computer, if he or she is able to sign it digitally and the
witnesses are also able to see it and sign it digitally at the same time, it may be possible
for a wholly digital will to meet the requirements of writing and signing. At present it
seems doubtful that this is possible. Electronic signatures are permitted and can be
valid signatures to a will.® “Electronic signature” is a broad term which covers ‘any mark
applied to a document in electronic form, intended, at that time to be the signature of the
signatory’.” This is to be distinguished from a digital signature which involves
cryptography. The major difficulty in executing a will by electronic signature is that,
although a testator can acknowledge such a signature before witnesses, having the
withesses also do an electronic signature may mean there is a breach of the formal
requirements for witnessing. The NSW Electronic Transactions Act legislation provides:

9 Signatures

(1) If, under a law of this jurisdiction, the signature of a person is required,
that requirement is taken to have been met in relation to an electronic
communication if:

€) a method is used to identify the person and to indicate the person’s
intention in respect of the information communicated, and

(b) the method used was either:

0) as reliable as appropriate for the purpose for which the electronic

communication was generated or communicated, in the light of all the
circumstances, including any relevant agreement, or

(i) proven in fact to have fulfilled the functions described in paragraph (a),
by itself or together with further evidence, and
(c) the person to whom the signature is required to be given consents to

that requirement being met by way of the use of the method mentioned in
paragraph (a).

6 Electronic Transactions Act 2001 (NSW) s 9
7 T Rollo, ‘Validity and Enforceability of Electronic and Digital Signatures’ (2017) 35 Law Society
Journal 84.
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We have found no examples of use of electronic signatures in wills. Sub-section (c)
may be problematic in that ‘the person to whom the signature is required to be given’
might be regarded as either the testator themselves or the court of probate. If it is the
testator, the clause is circular and unhelpful. If it is the probate court, legislation might be
required to ensure that the probate court consents to the electronic signature. As stated
before, the current requirements for the witness to see the testator making the signature
may still require the testator and the witnesses to all be in the room together, in which
case it may be simpler just to sign the will in the traditional way.

However, digital wills, despite not meeting formal requirements, may still be admitted to
probate under the dispensing power.®2 Most of the Australian jurisdictions’ definition of a
‘document’ in their Interpretation legislation go so far as to mention articles on which
‘information has been stored or recorded electronically’ or ‘anything from which sounds,
images or writings can be reproduced’. In Treacey v Edwards (2000) 4 NSWLR 739,
Austin J noted that although the authors of the NSW Law Reform Commission who
proposed the dispensing power rejected audiotaped or videotaped wills, the New South
Wales Parliament enacted the dispensing power using the word ‘document’ only two
years after the Interpretation Act 1987 had expanded the definition of document to
include ‘anything from which sound, images or writings can be reproduced ...". On that
basis he admitted an audiotape to probate as part of a will under the dispensing power.
In Re Trethewey [2002] 4 VR 406, the Victorian Supreme Court admitted a document
that the deceased had typed and saved on his hard drive to probate. Similarly, a
document entitled ‘will.doc’ was admitted to probate in Yazbek v Yazbek [2012] NSWSC
594 because it contained directions about a significant part of the estate and also used
words anticipating death. However, where a document entitled ‘will.doc’ had significant
blanks the court refused to admit it to probate as it did not demonstrate the finality of
intention required: Re Application of Tristram [2012] NSWSC 657. In 2017 in
Queensland, a will written as an unsent text saved on a smart phone was admitted to
probate as an informal document. The testator wrote quite a detailed will as a text on his
smart phone. The message was addressed to his brothers, ended with an abbreviation
matching his initials and date of birth, and ended with the date and the words ‘My will’.
The deceased then committed suicide and his mobile phone was found on a workbench
in the shed where his body was found. Brown J held that the text was intended to
operate as the testator’s will and noted that the fact that he did not send the text
indicated only that he did not want to alert his brother to his intention to commit suicide
but did want the text to be found after his death.® These cases suggest that digital wills
can be accommodated, in practice, by the current law.

Question 5 — Alternative approaches

Education

The nalve testator may wish to pass a number of items to his or her successors that are
not, strictly speaking, property and do not fall under any extensions enacted for “digital
assets”. The biggest problem here is that testators may not understand that they do not
own all of their digital material. For example, they may have downloaded music or have
a right to stream music, but this may be subject to contractual limitations that prevent it
from being transferable by will. This is exacerbated by the well-known phenomenon that
people enter into electronic contracts without reading the terms of the contract, simply
ticking the box. So testators may think they own property when in fact they merely have
a contractual right which may well die with them. In most cases, what is given to the

8 Succession Act 2006 (NSW) s 8
9 Nichol v Nichol [2017] QSC 220
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downloader is a contractual non-transferable licence to use the content. This licence will
generally die with the contractor whether or not that is mentioned in the contract.

This creates a need for education across the community so that people understand what
they own or do not own. In particular, any changes in that arising from any new
legislation will need to be subject to an education campaign. Some of this can be dealt
with through legal advice, but it remains a significant issue for those who make their own
wills.

Conclusion

To summarise, there is a need to take account of the diversity of “digital assets” and
their complex relationship with notions of property. There are also practical challenges in
relation to passwords and access that should be considered, as well as improving the
means by which identity is verified in the context of access or memorialisation.

Yours sincerely,

Lyria Bennett Moses Prue Vines Janice Gray

Director, Allens Hub for Professor Senior Lecturer
Technology, Law and Private Law Research Environmental Futures
Innovation, UNSW Law & Policy Group UNSW Law

Law and Innovation, UNSW Law UNSW Law
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